IIpuioxenne Ne2. MH(opManmonnas naMaTKa 111 00y9ai0 MIHXCs 215 pasMeleHus Ha
opunuansabix MHTEpHET-pecypcax

C KaXIBIM rOZOM MOJIOZEXH B HHTEPHETE CTAHOBHUTECA GOJIBINE, a MIKOMLHUKH OIHHA U3
CaMBEIX aKTHBHBIX IOJb30BaTened Pymera. Mexay teM, MOMHMO OrpPOMHOTO KOJIHMYECTBA

BO3MOXXHOCTEH, HHTEPHET HeceT M mpobiieMbl. JTa MaMsATKa JO/DKHA II0Mo4b Tebe 6e30macHo
HaXOIWUTHCS B CETH.

Komneromepnvie supycer

KommbroTepupiit  Bupyc — 3TO  pasHOBHAHOCTb KOMIBIOTEPHBIX — IIPOTPAMM,
OTIMYHTEIBHON OCOOEHHOCTBIO KOTOPOH SBIAETCA CHOCOOHOCTE K pasMHOXKEHHIO. B
NOTIONIHEHHE K 3TOMY, BHPYCBI MOT'YT NMOBPEJUTh HJIHM IOJHOCTHIO YHHUYTOXHTH Bee (Gaiiibl U
AlaHHBIC, MOKOHTPOJIBHBIE IOJIF30BATENIO0, OT HMEHM KOTOPOro ObLTa 3amylNeHa 3apaskéHHas
[porpamMma, a TaKe IOBPEJMTb WIHM HaXKe YHHYTOXHUTH ONEPALMOHHYIO CHCTEMY CO BCEMH
aiinamy B uesoM. B GOJBIIMHCTBE CIIy4aeB PaCIpOCTPAHAIOTCA BHPYCHI Yepes HHTEPHET.

MeTopI 3aIUTEL OT BPEOHOCHBIX IPOTPAMM:

1. Hcrnons3y# coBpeMeHHBIE ONEPalMOHHEIE CHCTEME], HMEIOIIHE CEPhE3HBI YPOBEHb
3aIU Tl OT BPEJOHOCHEIX IPOrpaMM;

2. TlocrosHHO ycTaHaBNMBai mMaytd (LUbPOBbIE 3aIUIATKH, KOTOPHE ABTOMATHYECKH
YCTaHABIUBAIOTCA ¢ LE/BIO JIOpaOTKH IPOTPaMMEI) M Apyrde OOHOBIEHMS CBOEH
ONEpallMOHHOM cHcTeMbl. CkadnBal UX TONBKO ¢ OGUIUAIBHOIO CaiiTa pa3paboTInKa
OC. Ecnu cymiecTByeT pexum aBTOMAaTHYECKOTO OOHOBIICHHS, BKIIOUH €r0;

3. Pabortaii Ha cBOEM KOMIIBLIOTEPE MO/ MPABAMHU TIOIH30BATEA, @ HE aJIMHHUCTpATOpAa.
OTO He MO3BOJUT GONBIIMHCTBY BPEIOHOCHBIX NPOTPAMM HMHCTA/LTMPOBATHECS HA
TBOEM IEPCOHAITBHOM KOMIIBIOTEPE;

4. Wcnons3y# aHTHBHPYCHEIE IIPOrPaMMHbIE IPOAYKTEI H3BECTHBIX MPOM3BOMUTENEH, ¢

aBTOMAaTHUYECKHUM OOHOBIIEHHEM 0a3;

Orpanude QpU3NYECKHH JOCTYI K KOMITBIOTEPY UL TOCTOPOHHAX JIHL;

6. Hcrnonb3yl BHEMHME HOCHTENHM HH(OPMALMY, TaKKe KaK (eIIKa, THCK WK Gaiin u3
UHTEPHETA, TOJIBKO M3 IPOQEPEHHBIX KCTOUHUKOB;

7. He orkpeiBaii KOMIBIOTEpHEIE (aiibl, MONTyYeHHEIE W3 HEHANEKHEIX HCTOYHHKOB.

Haxe Te Gaitnbl, KOTOphle IMpHCIan TBOM 3HAKOMEIM. Jlyume yTound y Hero,
OTIIPABJILI 1M OH Tele uX.

b

Cemu WI-FI

Wi-Fi - 510 He B/ epeaun NaHHEIX, He TEXHOIOTHS, 8 BCErO JIUITh Openn, mapka. Emme
B 1991 rony muzeprmanickas KOMIAHHS 3aperHcTpupoBana 6penn «WECAy, 410 0603Hagamo
ciosocoueTanue « Wireless Fidelity», xoTopslit mepeBomuTes Kak «6eCIPOBOHAS TOYHOCTEY.

Mo namero BpemeHm Jnomuia Jpyras aGGpeBHaTypa, KOTOpast ABISAETCA TaKOH ke
TexHonoruei. Ito ab6pesuarypa « Wi-Fi». Takoe Ha3BaHHe GBUIO AHO ¢ HAMEKOM HA CTaHAapT
BICIIMH 3ByKOBOH TexHukH Hi-Fi, 4To B mepeBoze 03HadaeT «BbICOKas TOYHOCTEY.

Ha, GecrmaTHBIA HHTEPHET-IOCTYII B Kade, OTEJSIX M adPOIOPTaX ABIAETCA OTIIHYHON

BOSMOXHOCTBIO BBIXOJA B MHTepHET. Ho MHOr#e skcnepTsl cunTaroT, 4o o6menoctymase Wi-
Fi cetn He sBIsIIOTCS GE30aCHEIMH,

CoseTsl 10 Ge30macHOCTH paboTe B obmenocTynHeIX cetsx Wi-fi:



He nepenasaif cBoro nuuHyro uHpopMmanmio depes obmemoctynsele Wi-Fi cern.
PaboTas B HHX, XEJaTeIbHO HE BBOAWTH NAPONH JOCTYIA, JOTMHHI H KAKHe-TO
HOMEDpa;

Hcnone3yit u 06HOBNSH aHTHBUPYCHBIC IpOrpaMMBl B OpanaMayep. TeM caMbIM ThI
obe3omacuub ceds OT 3aKaYKH BUPYCa Ha TBOE YCTPONUCTBO;

[Ipu ucmons3oanmu Wi-Fi oTkmoun ¢yskmmo «OOwmmit moctyn x Qaiinam u
npuHTepamy». JlanHad QyHKIOMS 3aKphiTa 10 YMONYaHHIO, OJHAKO HEKOTOpEIE
TIOJIb30BATENH aKTUBUPYIOT €€ Ul yA0o0CTBa HCIOIB30BaHus B paboTe min yuebe;

He ucnonesyit myOmuunsit WI-FI 114 nepemadm MHYHBIX JaHHBIX, HAIPUMED IS
BBIXOZa B COI[HATIbHBIE CETH UJIH B IIEKTPOHHYIO IIOYTY;

Wmone3yd Tonpko 3amuieHHOe coenuHenue uepes HTTPS, a e HTTP, Te. Ipu
Habope BeG-azpeca BBOIM UMEHHO «https://»;

B  mobmmsHOM Tenedone orkmoun pymxkmmo «Ilogkmouenme k @ Wi-Fi

aBTOMATHYeCKH). He nomyckai aBToMaTu4eckoro moaKIFO9eH s yCTPOHCTBA K CETAM
Wi-Fi 6e3 TBOErO Ccornacus.

&
Coyuanvnvie cemu

CoupaibHbIe CETH aKTHBHO BXOIAT B HAlly JKH3Hb, MHOTHE JIOH PabOTAIOT M HBYT
TaM IOCTOSHHO, a B Facebook yxe 3apernctpupoBan MuiuMapi 4ejioBeK, UTO SBISIETCS ONHOM
CEeLMOH BCEX JKUTE/IeH IUIaHeThl. MHOTHE NONb30BATENH HE NOHMMAKOT, YTO MHMOPMAIHS,

pasMEIEHHAA UMHU B COIMAIIBHBIX CETAX, MOXET OBITH Hal/leBa ¥ KCIIOJIH30BaHA KEM Yromgso, B
TOM YHCJIE He 00513aTe/ILHO ¢ OirarumMu HaMCpPCHHUSMH.

OcCHOBHEIE COBETHI IO OE30IIACHOCTH B COMHUANBHBIX CETAX:

1.

2

Orpannue cnucox apyseit. V r1ebs B Apy3bsx He HOMKHO OBITH CIydafHBIX H
HE3HAKOMBIX JIOCH;

aupinai CBOIO 4acTHYIO u3Hb. He ykaseiBail napommu, Tenedomsl, ampeca, aTy
TBOETO POXJCHUS M JPYryi0 JHYHYI0 HHQOpMAIMIO. 370YMBIILUIEHHHUKH MOTYT
HCIIONIB30BaTh Jaxke HH)OPMAUMIO O TOM, KaK Thl ¥ TBOH POIMTENH ILIAHHPYETS
IIPOBECTH KaHMKYJIBL;

3auminail cBoI0 PEIyTaIMIO - IEPXXU ee B YUCTOTE M 3a/iaBaii cebe BOIIPOC: XOTeN 65
TBI, YTOOBI APYrHe MOJIB30OBATENN BUNENH, YTO THI 3arpyxaems? [lomymail, mpexze
YEM YTO-TO OIyOIMKOBATh, HAIUCATH U 3aIPY3UTh; '

Eciny TEI TOBOPHIIE C MOIBME, KOTOPBIX HE 3Haellb, HE HCHOJB3YH CBOE PEalbHOE
MM ¥ IPYTYIO JHYHYXO HHQOPMaLMH: MMs, MECTO JKUTEIbCTBA, MECTO Y4eOhl
Tpovee;

Ms6erait pasmemenus pororpaduit B ViHrepHere, rie Thl H306paxeH Ha MECTHOCTH,
I10 KOTOPOH MOXHO OIIPEEIUTE TBOE MECTOIIOIOKEHHE;

Ilpu perncTpanuy B colmanbHo# ceTH HEOGXOIMMO HCTIONB30BATE CIIOKHbIE IIAPOJIH,
cocTosimue U3 OyKB U UG U ¢ KOTUYECTBOM 3HAKOB HE MEHee §;

Jist counanbHOM CETH, MOYTHI H JPYTUX CAHTOB HEOOXOMUMO HCIOB30BATE pasHbIe

napoyy. Torxa eciu Tebs B3IOMAIOT, TO 3/I0YMBIIIIEHHHAKH TOIyYaT JOCTYII TOJBKO
K OTHOMY MECTY, a He BO BCE Cpa3y.

OnexmpoHHvle OeHbau

OIeKTPOHHbIE JIEHBTH — 3TO OYeHb yZOOHBIN CI0cob IUIaTeskeH, OHAKO CYLIECTBYIOT
MOIIEHHHKH, KOTOPBIE XOTAT IIOJIYYUTh 3TH JICHBIH.

QHCKTPOHHBIC ACHBI'M MOSIBUJIMCH COBCEM HEIABHO W UMEHHO H3-3a 3TOro BO MHOTHX
rocygapcrBax g0 CUX IIOp HE NIPOIIMCAHO IIPO HUX B 3aKOHAX,



B Poccum ke OHM (yHKIMOHMPYIOT M O HHX YK€ NPONHCAHO B 3aKOHE, TAE HX
pa3ensiIOT Ha HEeCKOJBKO BHIOB — AHOHMMHbIE M He aHOHMMHBHIE. PasHMIa B TOM, 4YTO
AHOHMMHBIE - 3TO T€, B KOTOPHIX pa3pelnaeTcsi IPOBOAUTH Onepanud Oe3 HaeHTH(HKAITHH
TNOJIB30BATEN, @ B HCAHOHHMHBIX UACHTHOUKAIMY [10Ib30BATENS SIBISETCA 00A3aTENBHOM.

Taxke cieayeT pasnuyaTh JJICKTPOHHbIE (HATHBIC ACHBIH (PaBHBEI IOCYAapPCTBEHHBIM
BAIOTaM) | JJIEKTPOHHEIE He(puaTHEIe HeHbI' M (He paBHBI FOCYIapCTBEHHBIM BaMIOTaM).

OcHoBHBIE COBETHI IO Oe30nacHoii pabore ¢ 3JIeKTPOHHBIMH JJ€HbIaMH

1. Tlpussxu x cueTy MOOMIBHBIN TenehoH. DTO camblii YIOOHBIH U OBICTPHIM cHOCOO
BOCCTAHOBHTH JOCTYN K cueTy. llpuBsizaHHBIH TenedOH MOMOXKET, €CNH 3a0yaems
CBOM IIATEXHBIN 1apOJIb WIKA 3ai/ICIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTRA,

2. Hcmone3y# oxHopasosble maponu. Ilocne mepexona Ha YCHJICHHYIO aBTOPH3ALHIO
Tebe yxxe He OyIeT yrpokaTh OIaCHOCTh KPaXKH HIIH I1€peXBaTa ILUIaTeXHOTO MapoJis;

3. Bwibepu cnoxubii napons. llpectymHukam Oymer He IpPOCTO YraJarh CIIOKHBIA
napojb. Hanexusle maponu — 3TO Naposu, KOTOPEIE COAepKaT He MeHee 8 3HAKOB H
BKJIFOYAIOT B C€0s CTPOYHBIC M IPONUCHBIE OYKBBHI, IUGPH ¥ HECKOJILKO CHMBOJIOB,

TaKHe KaK 3HaK Jo/uIapa, pyHTa, BOCKIMIATeNbHBIH 3Hak u T.11. Hanpumep, $tR0ng!;;
4. He BBOIM CBOM JIHYHEIE NaHHBIE HA caiiTaX, KOTOPLIM HE JOBEpSEIb.

DnexmponHas nouma

ONEKTPOHHAs IOYTa — 3TO TEXHOJIOIUs | MIPEIOCTABIAEMBIE €10 YCIIYTH II0 NEPECHUIKE U
IOIYy4YEHHIO 3JIEKTPOHHBIX COOOIEHHUH, KOTOPHIE PACIHPENENSIOTCS B KOMIIBIOTEPHOH CETH.
OOCBrMHO ~ 2JIGKTPOHHBI ~ IOYTOBBIA  SIOWK  BBIIAAMT  CIENYIOIMM  obOpasoM:

UMS_IIOJIB30BAaTESI(@UMS_1OMeHa. Takxxe KpoMe T@lepefadyd IPOCTOrO TEKCTa, MMeeTCs
BO3MOXXHOCTb IIepeiaBath Gaiirbl.

OcHoBHBIE COBETH! 0 OE30MacHOM paboTe C AMEKTPOHHOM TIOUTOM:

1. Hago BeIOpaTh MpaBUIIBbHBIN MOYTOBBIH CepBUC. B HHTEPHETE €CTh OIPOMHBIN BHIOOD
OecnaTHBIX IOYTOBBIX CEPBHCOB, OJHAKO JIy4lle AOBEPSTH TeM, KOr0 3HAeIIb U KTO
IICPBBLIH B PEHTHHTE;

2. He yxaseiBaii B 1MuHOH mouTe yuuHyIo uHGopmarmio. Hanpumep, nydme BeiOpats
«MY3BIKaIbHBIM_(hanaT@» umu «pok2013» BMecTo «Temal3»;

3. Hcnonp3y#t ABYX3TAIIHYIO aBTOPHU3ALMIO. ITO KOrAa MOMHUMO NIApoJIi HY)KHO BBOAUTE
KOJI, IpUCBUIaeMBIii 10 SMS;

4. BriGepu cl0XKHBIH Iaponb. [ KaXIOro MOYTOBOTO SIIHKA NOJDKEH OBITH CBOM

HAJEXHBIN, YCTONYHMBEIM K B3JIOMY I1apOJIb;

Eci ecTh BO3MOXHOCTH HAIlMCaTh CaMOMY CBOM JIMYHEIA BOIPOC, MCIIONB3YH 3Ty

BO3MOKHOCTE;

6. Vcmone3y#t HECKONBKO IOYTOBBIX SINMKOB. IIepBEIM IS YaCTHOH MEPENHCKH ¢
aapecaTaMH, KOTOPBIM Thl JOBEpsiellb. JTO OJJICKTPOHHBIA aapec He Hauo

UCIIOJIB30BaTh IIPH PErHCTPAlMK Ha Gopymax u cairax;

He orkpeiBait aiinbl u apyrue BIOXKEHMSA B IECbMaX [@Xe €CIM OHM NPHILIH OT

TBOUX Jpy3e#i. JIyuiie yrounu y HUX, OTIIPABIISNH JIK OHU Tebe 3T Qaisr;

Ilocne oxoHvaHus paGOTBI Ha IIOYTOBOM CEpBHCE IEPEd 3aKPHITHEM BKIIANKH C
caliToM He 3a0yap HaXaTh Ha «BuiATH».



Kubepbynnune unu eupmyansroe u30esamenscmeo

KubepGymmuer — mpecnenoBanne COOGIIEHHSMH, CONEPXKAIUMH OCKOpOsIeHM s,

arpeccHIo, 3allyrMBaHHE; XYJIUTaHCTBO; COLUMANbHOE GOHKOTHPOBAHHE C MOMOINBIO PA3JIHYHBIX
HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 110 GOpLGE ¢ KubepGYITHHIOM:
1. He 6pocaiics B Goit. Jlyymuii cnoco6: MOCOBETOBATHCS KaK cebs BECTH U, €CJIH HET
TOro, K KOMY MOXHO OOpaTuThCs, TO BHaYale YCIOKOMTHCH. ECIM THI HavHeInhb

OTBEYaTh OCKOPOJICHUSMH Ha OCKOPONEHHS, TO TONBKO elle GONBINE Pa3OXIKeIlb
KOHQJIHNKT;

2. Vmupapisii cBoeit kubeppenyranueii;

AHOHHMHOCTb B CeTH MHHMas. CymiecTBYIOT cmocoOBl BBISCHHTB, KTO CTOHMT 3a

QHOHHUMHBIM aKKayHTOM;

4. He crouT BecTn Xymuranckuit 06pa3 BUPTYaIbHOMN KU3HK, WuTeprer Gukcupyer Bce
TBOM IEHCTBYS U COXPAHAET UX. Y IANHTh UX OyAeT KpaiHe 3aTpyIHUTEIBHO;

Coburopaii cBoi BUPTYaIbHYIO Y€CTh CMOJIONY;

6. WrHopupy# emmHm4HBIA Heratms. OpHOpa3oBEbIe OCKOpOHTENbHEIE COOBMEH s
JIy4II€ HTHOPUPOBATh. OOBIYHO arpeccus IPeKPaINaeTCs Ha HaYanbHOM CTAIHK;

7. bam arpeccopa. B nporpaMmax o6MeHa MIHOBEHHBIMHE COOOIIEHUSIMH, B COIMAIBHBIX
CCTAX CCTb BO3MOXHOCTH OJOKMPOBKM OTHpPaBKH COOGIIEHHH C OIpENeNeHHBIX
aJipecos;

8. Ecim TBI cBuperens kubepGymnmura. TBoM meHCTBHS: BBICTYNITh IIPOTUB
IpECIeI0BATENs, MOKA3aTh €My, YTO €ro NeHCTBHS OLEHMBAIOTCH HETATHBHO,
NOANCPXKATE KEPTBY, KOTOPOW HyXHA ICHXOJIOTHYECKAss IIOMOIUb, COOOIIHUTE
B3POCIIBIM O (aKTe arpeCCHBHOrO MOBECHUS B CETH,
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Mobunonwiii meneghon

CoBpemenHble CcMapTOHBI ¥ IUTAHINETHI CONEPXAT B Cebe BIONHE B3POCJIBIH
GYHKIMOHAN, W Termeph OHH MOTYT KOHKYPHPOBaTh CO CTAIlMOHAPHBIMKM KOMITBIOTEPAMH.
OzHako, cpescTB 3aIMThI 11t HOAOGHBIX YCTPOKCTB [IOKA OYeHb MAaJo, Tecrupoanue u momck

YA3BUMOCTEH B HHX TPOMCXOIWT HE TaK MHTEHCHBHO, kak mit ITK, To e caMoe Kacaercs |
MOOHJIBHBIX HIPHIIOMKEHHMIA.

CoBpemenHEIe MOGHIbHEIE Gpay3epsl yiKe IPAKTHYECKH TOTHAIH HACTOJbHELE aHaJIoTH,

OZIHAKO pacIIMpeHye (yHKIMOHAIA BJIEYET 3a COBOH GONBIIYIO CIOKHOCTD M MEHBIIYIO
3alMIIEHHOCTb.

Hlaneko He BCe NPOU3BOMMTENH BHITYCKAIOT OOHOBJIEHNUSI, 3aKPLIBAIOIINE KPHTHICCKHE
YA3SBUMOCTH I CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JUIs G€30ITACHOCTH MOOHIBHOTO Tenedona:

1. Hwuuero me sBnsercs no-HacTosAmeMy GecriaTHeM. Byne octopoken, Bemp xorma

Tebe mpennararor GeclaTHBIM KOHTEHT, B HEM MOTYT OBITB CKpPBITHI KaKHe-TO
IUIATHBIE YCIIYTH;

2. Mymaii, npesxne gem otmpasuts SMS, $oto unu Buneo. Thl TOYHO 3HAEWIS, TIE OHK
OyayT B KoHeYHOM HTOTE?

3. Heobxonumo 0GHOBIATS ONepanHoHHYIO CHCTEMY TBOETO cMapT(hoHa;

4.

Vcnone3yit aHTHBHpYCHBIE IPOrpaMMEL 1Jisi MOOMIIBHEIX TelIeOHOB;



5. He 3arpyail IpHIOKEHUS OT HEM3BECTHOTO HCTOYHHKA, BeJh OHH MOT'YT COJEPKaTh
BPEIOHOCHOE IIPOrpaMMHOE 00eCIeyeHuE;

6. Ilocne Toro xax THI BEIAJENb ¢ caifTa, rie BBOAUNI JIHYHYIO MHPOpMALHUIO, 3aiiiu B
HacTpoiiku 6paysepa u ynanu cookies;

7. Ilepuonmmdecku npoBepsit Kakue IUTaTHBIEC YCIYTH aKTHBEPOBAaHBI HA TBOEM HOMEDE;

8. Mlamaii cBo#f HOMep MOOMIBHOIO TeleoOHa TOJBKO JIIOAAM, KOTOPBIX ThHI 3HAEIb W
KOMY JTOBEpSICLUb;

9. Bluetooth momken ObITh BBIKJIFOYEH, KOTJA Thl UM HE Mojb3yembes. He 3abniBait
MHOTJIa IPOBEPSTH ITO.

Online uepvi

CoBpeMeHHBIE OHJNAMH-UIPHI — 3TO KpPacOUYHble, 3aXBAaTHIBAIOLIME pa3BJIECUCHHS,
OOBENMHSIONIME COTHH THICSY YENOBEK IO BCeMY MHpY. MIrpoKu HCCIENYIOT JaHHEIA WM MUD,
obmaroTcs Jpyr ¢ JpyroM, BBIIOJIHSIOT 3a[aHus, CPaXKaroTCsi ¢ MOHCTPAMH U IMOJNYYAIOT OIBIT.

3a YAOBOJIBCTBHE OHH IUIATAT. IOKYIIAXOT JHUCK, OIJIAYHMBAIOT abOHEMEHT M npno6peTa10T
KaKHE-TO OITIIHH.

Bce atm cpeacTBa MAYT Ha IOANEp)KAHWE M DPa3sBUTHE HIPH, a TAKXKE HA caMmy
0e30macHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI AaBTOPH3Al[MH, BBITYCKAIOTCS HOBBIE IATHH
(urbpoBEIe 3aTUIATKY IS IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX hrpax CTOHMT ONacaTbCsi HE CTONBKO CBOMUX COICPHUKOB, CKOJIBKO KpaXKy
TBOCTO ITAapOJisi, HAa KOTOPOM OCHOBaHa CUCTEMa aBTOpH3allHHU OOJIBIIMHCTBA HIp.

OcHOBHBIE COBETHI 10 6€30MACHOCTH TBOETO UIPOBOTO AKKAYHTA:

1. Ecnu npyroit urpok BeneT cebs II0X0 WIH CO3haeT Tebe HePHATHOCTH, 3a6T0KUpy#H
€ro B CIHCKE HTPOKOB;

2. Tloxanyidics aJMHHECTpaTOpaM MIPhl Ha IUIOXO€ IIOBEICHME JTOTO HIPOKA,
XKeJIaTeIbHO [IPUJIOKHUTh KaKHe-TO I0Ka3aTeIbCTBA B BHIE CKPHHOB;

He yka3pIBaii TH4HYy0 HHPOpMALHIO B ipodaiiiie Urps;

YBaxail QpYrux y4acTHHKOB IIO UIpE;

He ycranaBnuBaii HeopuuanbHble naTyu ¥ MOJEL,

Hcnone3yii cioKHEBIe H pasHEIe IApoIIy;

Jlaxxe BO BpeMs MIPHI HE CTOMT OTKIIIOYATh aHTHBHpYC. [Toka THI Mrpaemrs, TBOM
KOMITBIOTEP MOTYT 3apa3UTh.

e S e ol

Dumiune UNU Kpaxea IUdHbIX OGHHBIX

OObrHoM Kpaxe#l JeHer W IOKYMEHTOB CErOAHS yXe HHKOrO He YAMBHIND, HO C

Pa3BUTHEM HHTEPHET-TEXHOJIOIHUMI 3JIOYMBINIUICHHUKH TNECPEMECTUIIMCE B UHTCPHET, U
NPOJOJDKAIOT 3aHUMAThCS (JTFOOMMBIM) JACJIOM.

Tax nosBunace HoBas Yrpo3a: MHTCPHET-MOUICHHHUYECTBA HWJIH Q)HHIHHF, TrJIaBHas Oelb
KOTOpPOro COCTOMT B MOJIYYECHUU KOH(i)HIIGHHHaHBHLIX AAHHBIX IOJIL30BATENIE — JIOTHHOB H

naponed. Ha anrmuiickom sspike phishing unraercs xax ¢ummmnr (ot fishing — pri6uaa nosis,
password — mapons).

OcHOBHBIE COBETHI 10 GOPBGE ¢ HHIITHHTOM:

1. Cnemnm 3a cBOMM aKkayHToM. Eciu TBI mojospeBaemb, YTO TBOS aHKETa GmUIa

B3JI0OMaHa, TO HEOOXOJMMO 3abJOKHpOBaTh €€ M COOOIIUTH aJIMHHHCTpaTopam
pecypca 06 3TOM KaK MOXHO CKOpee;




2. Hcnome3y#t GesomacHble BeG-CAWTH, B TOM YHCIE, WHTCPHET-Mara3MHOB U
IIOMCKOBBIX CUCTEM;

3. Hcnonp3yi cloxHble W pasHble napond. Takum 06pa3oM, ecnu TeOs B3IOMAIOT, TO
3MIOYMBIIIUICHHUKH IT0JIy4aT JOCTYI TOJBKO K OZHOMY TBOEMY MPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecmu Tebs B3IOMWIM, TO HEOOXOQMMO INpPEIYNPENHTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIe 100aBiensl y Te0s B Ipy3bsiX, O TOM, 4TO TeOs B3JIOMAaIX U, BO3MOIHO, OT

TBOEI'0 MMEHM OyJEeT pacChLIATECS CIaM U CCBUIKM Ha (QHINMHTOBLIE CaMTHI;

Yeranosu HanexHsIM napons (PIN) Ha MOOHIBHEIH Tenedon;

Otxmoun coxpanenne naposs B 6paysepe;

7. He oTkpbBait Gaiiel u Ipyrue BIOXKEHWUS B IIHCHMAax AAKE €CTM OHM TPHLUIA OT
TBOMX JApy3ed. JIyume yTo9HM y HEX, OTIIpaBIIsuIH S OHU TeGe 3T daiiib.

AN N

Lugpoeas penymayus

[ludposas penmyranus - 970 HeraTHBHAA WM NO3UTHBHAS MH(POPMAIHI B CETH O Tebe.
Komnpomerupyromas naopmanus pasMelieHHas B HHTEPHETE MOKET CEphe3HBIM 00pasoM

OTPasuTLCs Ha TBOGH peanbHOH ku3HU. «Llupposas pemyTamus» - 3TO TBOM MMUIXK, KOTOPHIH
dbopmupyercs u3 mHGOPMALHK O TeGe B HUHTEPHETE.

TBoe mecTo sxuTenbCTBa, yueObl, TBOE (UHAHCOBOE MOJIOKEHHE, OCOBEHHOCTH Xapaxrepa
H paccKasbl 0 DIU3KHX — BCE 3TO HAKAILIMBAETCS B CETH.

MHor1e NOAPOCTKH JIErKOMBICIEHHO OTHOCATCS K ITyONUMKAIMM JYHOM MEpOPMALUK B
WuTepHere, He MOHUMAs BO3MOXHBIX MOCIHEACTBHM. TEI Jaxke HE CMOXKEIIh JOrafaThes O TOM,
410 QoTorpadus, pa3MenIeHHas 5 JieT Hasaj, cTana IPUIUHON 0TKa3a NPHUHATE TeOd Ha pabory.

Kommenrapun, pasmemenue TBOMX ororpadmii u Apyrue AeHCTBHA MOTYT He
UCUC3HYTH J@XKE IOCNE TOro, Kak Thl MX YAauuiub. Thl HE 3HAEIIb, KTO COXDAHHJ 3Ty
MH(OPMALKIO, TIOTAJIA JIM OHA B IIOMCKOBbIE CHCTEMBI M COXPAHHMIACH JIM OHA, & FNIABHOE: 9TO
NOIYMAIOT 0 TeOe OKpyXKaiollee JIOMH, KOTOPEE HAWIyT ¥ YBHAST 3T0. Haiitu mepOpManuio
MHOTO JIET CITyCTS CMOXeT JIO0OH — Kak U3 NOOpHIX NMOGYXKIeHWH, Tak M ¢ HaMepeHHEM
IPUIMHATE BPEA. ITO MOMKET OBITH KTO YTOMIHO.

OcHOBHBIE COBETHI 110 3ampTe HH(GPOBOH peryTarmu:

1. Tlomymaii, mpexie 4em 4To-TO IMyOIMKOBATH M IepenaBath y cebs B 6Giore wmm B
COLIHAJILHOM CETH;

2. B HacTpoiikax NpOQHIIs yCTAaHOBY OrPaHMYEHHS Ha IPOCMOTP TBOETO npoduns u ero
COIEPIKUMOT0, CAENal ero TOJIBKO « IS APY3€iin;

3. He pasmemaii u He yxa3bBail nHGOpPMALHIO, KOTOPas MOXKET KOIO-JIH60 OCKOpOIATH
UM 0OMXKaTh.

Asmopckoe npaso

CoBpeMeHHBIE IUKOJLHHKH— AKTHBHBIE I10JIB30BATENH UH(bpPOBOro MPOCTPAHCTBA.
OZnHaxko nanexo He BCE 3HAIOT, YTO IIOJIE30BAHHE MHOTHMM BO3MOXKHOCTSIME ppPOBOTO MHpa
TpeGyeT cOOMOIEH s IPAB HA HHTEIICKTYAIbHYIO COBGCTBEHHOCTD.

TepMuH «HHTENIEKTyanbHast COGCTBEHHOCTH) OTHOCHTCH K Pa3MYHBEIM TBOPEHHSAM
IC/IOBEYECKOro yma, Ha9MHasi ¢ HOBBIX H300PETeHHH U 3HAKOB, 0003HAYAIOIMX COOCTBEHHOCTE

Ha TPOAYKTBL M YCIYTH , W 3aKaHYMBAs KHATaMH, (oTorpapusmu, KHHOQHIBMAMH H
MY3BIKQJIbHBIMHU IIPOU3BEICHUSIMH.



ABTOpCKHME IpaBa — 9TO [PaBa Ha WHTEJUIEKTYATbHYI0 COOCTBEHHOCTD HA IIPOU3BEICHUS
HAYKH, JTUTEPATYPhl H HCKYCCTBA. ABTOPCKHUE IIPaBa BEICTYNIAIOT B KAYECTBE TAPAHTHH TOrO, YTO
MHTEJUIEKTYaIbHBIA/TBOPYECKUHM TPyA aBTOpa He OyJeT HalpaCHbIM, NAacT €My CIpPaBeJIHBEIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3ysbTaTax CBOErO TPyHa, MOTYYHTh M3BECTHOCTH ¥ IPH3HAHUE.
Huxro 0e3 pa3pelneHus aBTopa He MOXET BOCIIPOU3BOAUTD €I0 IPOU3BEICHUE, PACIPOCTPAHSITS,
nyOIHYHO AEMOHCTPHPOBATh, IPOAAaBaTh, HMIIOPTHPOBATH, ITyCKaTh B MPOKAT, IIyOIMYHO
UCIIOJIHATE, TOKA3BIBATH/UCIIONHATE B 3¢ upe WK pasmemaTs B Marepnere.

Vcnosb30BaHuE ITHPATCKOr0» IPOrPaMMHOTO 00€CIIeYEH s MOXKET IIPUBECTH K MHOTHM
pHCKaM: OT IIOTEPH IAaHHBIX K TBOHM AaKKayHTaM [0 OJOKHPOBKM TBOErO YCTPOMCTBA, rue
yCTAaHOBJCHHBIN He JierajpHas nporpamMma. He crouT Takxke 3a0bIBaTh, 4YTO CYyLUECTBYET
neranbHble U GecryiaTHEIE TPOrpaMMBbl, KOTOPHIE MOJKHO HAalTH B CETH.

O nopmane

CereBHYOK.p) — TBOH TINaBHBIM COBETYMK B CETH. 3J€Chb Thl MOXEIIb Y3HATH O
0€30macHOCTH B CETH TOHSTHBIM U JOCTYIIHBIM SI3BIKOM, a NPH BO3HHUKHOBEHHH KPHUTHYECKOH

CHTYallHH OOpaTHTHCHA 3@ COBETOM. A TaK)Ke NMPUHATH y4acTHe B KOHKYpPCAX H CTaTh CaMbIM
MG POBBIM rparkJaHHHOM!
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